January 31, 2024
AGENDA ITEM #7

Discuss and consider approving an
agreement with Freeit Data Solutions,

CENTRAL TEXAS REGIONAL Inc. for information technology
MOBILITY AUTHORITY services
Strategic Plan Relevance: Stewardship
Department: Information Technology
Contact: Cory Bluhm, Assistant Director of Information

Technology and Toll Systems

Associated Costs: Not to exceed $500,000
Funding Source: Operating Budget
Action Requested: Consider and act on draft resolution

Project Description/Background: The Mobility Authority requires an information

technology (IT) consultant to provide technical advice and service in the procurement,
installation, maintenance, operation, updating, upgrading, and security of computer
hardware and software used to fulfill the Mobility Authority's mission and operations,
including but not limited to: network servers, wireless and hard wired routers,
switches, cables, desktop computers, laptops, netbooks, tablets, smart phones linked to
the Mobility Authority's network, printers, monitors, and related infrastructure and
equipment.

Previous Actions & Brief History of the Program/Project: The Mobility Authority has
historically relied on GEC subconsultants to provide IT services. The Mobility

Authority’s IT team would like to directly retain a firm to provide IT consultant
services.

Financing: Operating Budget

Action requested/Staff Recommendation: Staff recommends approving an agreement

with Freeit Data Solutions, Inc. for IT consulting services.

Backup provided: Draft Resolution




CTRMA Information Technology Consultant Services
Statement of Work (dated 01/02/2024)

DIR Public Records Agreement - Freeit Data Solutions, Inc.
IT Consultant Services Statement of Work

DIR Vendor Agreement - Freeit Data Solutions, Inc. IT
Consultant Services Statement of Work



GENERAL MEETING OF THE BOARD OF DIRECTORS
OF THE
CENTRAL TEXAS REGIONAL MOBILITY AUTHORITY

RESOLUTION NO. 24-0XX

APPROVING AN AGREEMENT WITH FREEIT DATA SOLUTIONS, INC. FOR
INFORMATION TECHNOLOGY CONSULTANT SERVICES

WHEREAS, the Central Texas Regional Mobility Authority (Mobility Authority) requires
information technology consultant services for support of its daily operations; and

WHEREAS, information technology consultant services are available from Freeit Data Solutions,
Inc. through Texas Department of Information Resources (DIR) Contract No. DIR-CPO-4863;
and

WHEREAS, the Executive Director has negotiated a scope of work with Freeit Data Solutions,
Inc. in an amount not to exceed $500,000 for information technology consultant services which is
attached hereto as Exhibit A; and

WHEREAS, pursuant to Texas Government Code Section 2054.0565 and Mobility Authority
Policy Code Section 401.008, the Mobility Authority may use the DIR cooperative contract with
Freeit Data Solutions, Inc. to procure information technology consultant services without the need
to seek competitive bids; and

WHEREAS, the Executive Director recommends entering into an agreement with Freeit Data
Solutions, Inc. in an amount not to exceed $500,000.00 for information technology consultant
services through their DIR contract.

NOW THEREFORE BE IT RESOLVED that the Board of Directors approves the scope of work
for information technology services which is attached hereto as Exhibit A; and

BE IT FURTHER RESOLVED that the Executive Director is hereby authorized to enter into an
agreement with Freeit Data Solutions, Inc. For information technology consultant services in an
amount not to exceed $500,000.00 through their cooperative contract with the Texas Department
of Information Resources.

Adopted by the Board of Directors of the Central Texas Regional Mobility Authority on the 31+
day of January.

Submitted and reviewed by: Approved:

James M. Bass Robert W. Jenkins, Jr.
Executive Director Chairman, Board of Directors



Exhibit A



Free

DATA SOLUTIONS

Central Texas Regional Mobility Authority
Greg Mack

3300 N. I-35, Suite 300

Austin, TX 78705

Ph: (512) 996-9778

gmack@ctrma.org

Quote Number: 43256
Quote Date: 1/2/2024
Expiration Date: 2/9/2024

Contract No: DIR-CP0O-4863
TAX ID#: 27-2209002
Term: NET 30
FOB: Destination

Freeit Data Solutions, Inc.

P.O. Box 1572

Austin, TX 78767

PH: (800) 478-5161 / FAX: (888) 416-0471

Andrew Neuenschwander
Andrew@freeitdata.com

Freeit Contact:
(435) 640-3425

Qty Part Number Description Unit Price Ext Price
CTRMA Monthly Managed Service
Subscription
45 FDSIG-RTNR-45 Monthly Retainer (hours) $175.00 $7,875.00
66 FDSIG-SVC-B0O365 Monthly Backup for Microsoft Office 365 (per account) $2.65 $174.90
10 FDSIG-SVC-VOBC Monthly Veeam Offsite Backup Copy (per TB) $50.00 $500.00
25 FDSIG-SVC-VOPB Monthly Veeam On-premise Backup (per VM) $50.00 $1,250.00
21 FDSIG-SVC-NC-SVR Monthly N-Central Server (per device) $17.50 $367.50
65 FDSIG-SVC-NC-WRK Monthly N-Central Workstation (per device) $3.50 $227.50
1 FDSIG-SVC-DR-HA Monthly Disaster Recovery/High Availability Service $2,050.00 $2,050.00
1 FDSSEC-CS-NM Monthly Cybersecurity Services - Network Monitoring $2,310.00 $2,310.00
50 FDSSEC-CS-EP Monthly Cybersecurity Services - Endpoint Protection (per $20.00 $1,000.00
endpoint)
List Total: $35,010.89
DIR Discounted Total: $29,759.23
Shipping and Tax not applicable: $0.00
Additional Discount: ($14,004.33)
Monthly Total: $15,754.90
Customer Signature of Acceptance Date PO#

By issuance of a PO, | acknowledge that | have the authority on behalf of my company to make purchasing decisions to order the items in this quote and to begin project initiation.
This quote is subject to and will be governed by the Standard Terms and Conditions set forth by the State of Texas Department of Information Resources located at
https://dir.texas.gov/contracts/dir-cpo-4863 and will govern our relationship and any PO issued in relation to this quote. Any and all competing or conflicting terms and conditions are
hereby unconditionally rejected. The order will renew automatically for successive terms. Automatic renewals may be canceled only by providing written cancellation no later than 60

days prior to the cancellation date.
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DATA SOLUTIONS

Central Texas Regional Mobility Authority
Greg Mack

3300 N. I-35, Suite 300

Austin, TX 78705

Ph: (512) 996-9778

gmack@ctrma.org

Quote Number: 432582
Quote Date: 1/2/2024
Expiration Date: 2/9/2024

Contract No: DIR-CPO-4863

TAX ID#: 27-2209002
Term: NET 30
FOB: Destination

Freeit Data Solutions, Inc.

P.O. Box 1572

Austin, TX 78767

PH: (800) 478-5161 / FAX: (888) 416-0471

Andrew Neuenschwander
Andrew@freeitdata.com

Freeit Contact:
(435) 640-3425

Qty Part Number Description Unit Price Ext Price
CTRMA Security Awareness Training
Training
40 FDSIG-SVC-KB4 Annual Prepaid Security Awareness Training Service (per user) $17.00 $680.00
List Total: $1,511.11
DIR Discounted Total: $1,284.40
Shipping and Tax not applicable: $0.00
Additional Discount: ($604.40)
Annual Total: $680.00
Customer Signature of Acceptance Date PO#

By issuance of a PO, | acknowledge that | have the authority on behalf of my company to make purchasing decisions to order the items in this quote and to begin project initiation.
This quote is subject to and will be governed by the Standard Terms and Conditions set forth by the State of Texas Department of Information Resources located at
https://dir.texas.gov/contracts/dir-cpo-4863 and will govern our relationship and any PO issued in relation to this quote. Any and all competing or conflicting terms and conditions are
hereby unconditionally rejected. The order will renew automatically for successive terms. Automatic renewals may be canceled only by providing written cancellation no later than 60

days prior to the cancellation date.
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Central Texas Regional Mobility Authority
IT Consultant Services SOW January 2, 2024

1. Introduction

The Central Texas Regional Mobility Authority (Mobility Authority), a regional mobility authority and political
subdivision of the State of Texas, is seeking a Vendor to provide information technology (IT) consultant services.
Generally, the expected services include, but are not limited to the following: IT hardware, IT software, network
operation, cybersecurity and network security, data backup and retention, external systems interface, internal
Help Desk ticket system, inventory management, monthly reporting, and other tasks as assigned.

Joint ventures will not be allowed.
The Mobility Authority maintains two physical locations at which the requested services may be performed:

e Main Office: 3300 N I-35, Suite 300, Austin, Texas, 78705
e Traffic & Incident Management Center: 104 N Lynnwood Trail, Cedar Park, Texas, 78613

In no case does the issuance of this SOW or award to a Respondent guarantee any assigned work or fees.

2. Background

The Mobility Authority would like to directly contract with a Vendor for these services which have historically
been provided to the Mobility Authority through a subprovider to one of the Mobility Authority’s General
Engineering Consultants.

The Mobility Authority has approximately 500 external users and 50 internal users on its network. Some local
presence by the provider is strongly preferred, as occasional on-site maintenance and assistance will be
required.

2.1. Mobility Authority IT Infrastructure
e  Workstations
e laptops
e Servers
e Switches/Firewalls
e Power Hardware/Backup

e Internet

o WIFI

e Telephone
e Email

e Software

3. Scope

The services to be provided to the Mobility Authority are the general IT services provided to multimodal
transportation agencies such as the Mobility Authority. The Vendor will be expected to provide resources
capable of performing the list of services as described below.

Generally, the expected services include, but are not limited to the following sections.



Central Texas Regional Mobility Authority
IT Consultant Services SOW January 2, 2024

3.1. IT Hardware

Provide technical advice and support in procurement, installation, maintenance, operation, updating, and
upgrading of IT hardware used to fulfill the Mobility Authority's mission and operations, including but not
limited to: network servers, wireless and hard wired routers, switches, cables, desktop computers, laptops,
netbooks, tablets, VOIP phone systems, smart phones linked to the Mobility Authority's network (whether
owned by the Mobility Authority or by Mobility Authority officials, employees, or consultants), printers,
monitors, and related infrastructure and equipment. IT Software

Provide technical advice and support in procurement, installation, maintenance, operation, updating, and
upgrading of software and related licenses, and related services that support the IT hardware used to fulfill the
Mobility Authority's mission and operations, including but not limited to the following: desktop and laptop
imaging. Network Operation

Monitor the ongoing functionality of the Mobility Authority's IT systems and network, rapidly identify failures or
needed improvements, and make timely repairs to retain the continuing functionality of the system including
but not limited to the following: network upgrades, Cisco wi-fi network setup and maintenance, VMWare
environment standup or upgrades, MS Azure migration.

3.2. Cybersecurity and Network Security

Provide an initial security assessment to include a report and recommendations to improve cyber- and network
security. Provide technical advice and support necessary to secure the Mobility Authority's software, IT systems
and network, to prevent unauthorized access, and protect against viruses, phishing scams, spam email and other
illicit or malicious activities. Respond and resolve security incidents including ransomware, DOS attacks, or other
security compromises. Assist with an annual third-party audit of cybersecurity and network security practices.

3.3. Data Backup and Retention

Provide for and support backup and protection of data contained on the Mobility Authority's servers and various
hardware devices. Backup services will be required for Microsoft 365 Cloud servers and SharePoint sites in
addition to on-premises servers and shall occur at least once daily. Data Retention shall follow the policy as
outlined in Exhibit A.

3.4. External System Interface

Work with other Mobility Authority vendors to facilitate the procurement, installation, maintenance, operation,
and upgrade of external systems that interface with the Mobility Authority’s hardware devices and software.

3.5. Internal Help Desk Ticket System

Track and resolve internal user tickets utilizing Sigma’s existing Help Desk ticketing system.

3.6. Inventory Management
Hardware inventory recommendations, asset management, reporting.



Central Texas Regional Mobility Authority
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3.7. Monthly Report

Monthly reports to be provided with details of work completed, tickets resolved, hours spent by topic.

3.8. Other Tasks
Undertake such other tasks related to these Services as may be requested in writing by the Mobility Authority, in
accordance with the Agreement.

4. Acceptance
The Vendor shall adhere to the following Service Level Agreements (SLAs):

Service Component Scope Basic Service Measurement ‘
Average speed to Customer Support calls During Support Hours:
answer (ASA) - answered - Measures Support Hours — 8x5 (from 8 AM CST — 5 PM CST) with on-call
Customer Support the percent of calls support during off-hours on weekdays
Issues responded to within the | For in-scope support calls answered:
established response ASA time: <=1 hour
times per established Percentage of calls which must be answered within the target
priority levels. ASA to meet the service level agreement: >= 90%

During Off-Hours and Weekend:

For in-scope support calls answered:

ASA time: <=8 hours

Percentage of calls which must be answered within the target
ASA to meet the service level agreement: >=90%

Liquidated damages will not be assessed but violations of the SLAs may impact the Mobility Authority’s
consideration of the selected Vendor’s performance review.

5. Period of Performance

The Mobility Authority seeks to secure a contract with an initial term of two years, with three potential one-year
extensions, subject to the Mobility Authority's periodic review, approval, and satisfaction with the Vendor’s
performance. The Agreement may be terminated by the Mobility Authority at any time upon a stipulated notice
period.

6. Invoices

The selected Vendor shall prepare and submit monthly invoices and progress reports to the Mobility Authority
via email. The progress report shall include at a minimum the number of tickets/issues opened, worked, and
completed during the prior period, including the type, category, or details of issues, and any planned system or
network changes. Prior to any Mobility Authority system/network changes, which is defined as needed software
updates to the system(s) or communication network updates, the selected Vendor shall obtain the Mobility
Authority’s review and approval.
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7. Additional Considerations

e Vendor shall indicate their agreement to comply with the confidentiality requirements stated in this
SOW.

e If Vendor, or a subcontractor, officer, or employee of Vendor, will have access to a Mobility Authority
computer system or database, then the Vendor shall ensure that such officer, employee, or
subcontractor has also completed all state-required cybersecurity training.

e Any changes in scope, costs, and duration of the engagement must be approved in writing by CTRMA.

8. Information Security Guidelines
The Vendor shall assist with development of Information Security guidelines.

9. Pricing
See Appendix 1 and 2 (below)
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Appendix 1 - Pricing (Freeit)

L] Contract ha: DIR-CPO-4863
: TAX ID#: Z7-2208002
reeit e
FOEB: Destination
DATA SOLUTIONS
Cenfral Texas Regional Mobility Authority Frealt Data Solutions, Inc.
Greg Mack P.D. Box 1572
3300 M. 1-35, Sulte 300 Austin, TX TETET
AustR, TX TET0S Quote Humber: 43256 PH: [B00) 47E-5161 / FAX: (588} 415-0471
Pfi: (512} 9359775 Guote Date: 17212024
gmackhctma. o Expiration Date: 2/2/2024
Fresalt Contact: Andrew Neuenschwarder
[435) B40-3425 Angrewmesitdata com
Gty Part Humber Description Unit Price Ext Price:
CTRMA Monthly Managed Service
Subscription
43 FOEIG-RTHNR-4S Maninky Retainer {nouns) TR 3T.BTR.00
) FOEIE-3VC-B80365 Momihly Bacaup fior Microscdt OMce 365 (per account] 3265 s174.80
10 FOSIG-EVC-VOBC Manihiy Vesam ONele Backup Copy (per TB) 50000 S500.00
25 FOSIG-EVC-VCPE Manihly Vesam On-premise Backup (per VM) 50000 31,250.00
sl FOSIG-SVC-NC-5VR Maonthiy N-Ceniral Server (per device) 317.50 336750
BS FOSIG-SVC-HC-WRK Kanthiy N-Ceniral Workstation (per gevice) 33.50 2227.50
1 FOEIG-EVC-DR-HA Marinky Disaster RecoveryHigh Avalladlity Service 52,050.04 32.050.00
1 FOSEEC-CE-NM Momnky Cyiemsecunty Senvices - Metwork Monkoring £2,310.00 3231000
50 FOSSEC-CS-ER Karinly Cybersecurty Sesvices - Endpoint Probection {per 520,00 §1,000.00
endpoint)
List Totak 535,010.89
DR Discounted Taotal: 528,7599.23
Shipping and Tax not applicable: 50.00
Additional Discount {514,004.33)
Monthly Tetal: 515,754.00
Customer Signature of Accaptance Date PO#

By Issuance of a PO, | atknowledge i | have the suthorfy on behal of my compeny io make pundasing decisions fo onder Fe liems In s guoie and o begin project iInHafor.
This quode Is sublec o and will b= govemed by ihe Slandand Ters and Condiilors st forth: by the Eizde of Texas Depariment of domesadon Resources looated ot

Ffips Walr teses povicondacisitir-rpe~486 3 and 'will govern our relsdonship and any PO Issued in relaiion o this quode Ay and al compeilng or conficing ferms and condhlons are
Feereloy unconditorelly rejeched. The order will rensw-sstorstcally for successhe temms. Aadomalic renewals may be canceled only by prowlding wiiien mnosfladon no laier than B3
iy prior in the canosflation dsoe.

1ef1
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Appendix 2 — Pricing (Freeit)

L Contract Mo HR-CPO-4853
A TAX D% 27-2200002
reeit s
FOB: Desinatian
DATA SOLUTIONS
Central Texas Regional Mobility Authority Fresit Dats Solublons, ine.
Grag Mack PO Box 1572
3300 M. 35, Sule 300 Austin, TX 78767
Ausiin, TX TB70S Guote Humber: 432582 PH: [300) 472-5161 J FAX: (3B3) 416-04T1
Bh: (512) B06-97T7E Quote Date: 1/2/2024
Cchmna.crg Expiration Date: 22022
Frealt Contact: Ardrew Neuensciwander
[435) B40-3425 Andrew S recitdata. com
Qty Part Number Description Unit Price Ext Price
CTRMA Securify Awarenass Training
Tralning
40 FDEIG-EWC-KBL Arnual Prepald Securlty Awareness Tralning Senvice (per user] §i17.00 SEA0.00
List Total: $.511.11
DIR Discownted Total: 51,284.20
Shipping and Tax not applicable: 50.00
Additional Discount [3004.40)
Annual Total: $380.00
Customer Signature of Acceptance Date PO#

By Issuarce of & PO, | acnowizdpe that | eve the asonty on behall of my comzany to make parthasing decsions o order e ke In this quote and o begin projecs InBadon.
This guobes |5 subject o and ‘will b= govemed by Fe Siandard Temms and Condliions sei forth by e Sasbe of Tewas Depariment of information Resounces locaied a8

hiipachdir. iexas powiooniracisidir-c po-486 3 and will govern our relatiorship and any PO Issued In reladon io Fis gucbe, Any and all compeiing or condiciing ferms and ondions ane
hemety uncorclilorally reiecied. The order will renew actomaticaly for successhe lemms. Automatic renswals may be canceied only by providng wiitien canceiiation ro e than 50
days prior in e cancelation dabe.
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Exhibit A: Data Retention Guidelines

Backups, Replication and Retention Policies

Veeam Backup and Recovery (BOR)

s CTRMA Prirary Bachup — Daily 12an, 12pm, and Spm
o Aeterdion Policy - 45 Aestare Paints on Premises
o Ofisile Copy Jab Copies o Wasabi — 15-day relenlion policy.
s CTREMA-File
s  CTREMA-MAY
= CTRMA-SOLDM

s CTRMA Secondary Backup — Daily 12pm, and fpm
5 Asterdion Policy — 120 Aestore Points on Premises
s Dfisiie Copy Jab Copies o Wasabi — 15-day relention policy.
= CTRMA-DC
CTRMA-Siorage
CTRMA-VMai
CTRMA-DMS2
CTEMA-ZVMO

= CTRMA Terliary Backup — Daily Zam
» Aedertion Policy — 35 Restors Pamis an Premises
» Odlsile Capy Jab Copies o Wassbi — 15-day relendion policy.
CTRMA-DCO2
CTRMA-MOTIN
Shd, B0

Magitsxil1

= CTREMA Long-Tem File Sarver Backup — Monthly — 4 ' Saheday - Zam
» Aetertion Policy - 12 Aestare Painks
& CTREMA-File
& CTRMA Long-Term DME Shorage Backup — Monibiy — 4 ™ Ssfurday — Sam
= Astention Policy - 12 Restare Paints
= CTRMA-Slorage
s CTRRA SumBackup Jab:
» Takes atest reslore painl and fests its validity by boofing enfo lest ermeonmeni.
n Al jobs fram CTRMA Primary, Secondary, and Tediary Backuns ane besied nighty.

Vesam for Arure

= CTRMA Azure Veeam Daily Backup — Daily #2pm
o Astertion Policy — 14 Days/Snagpshals
o Copied from Azure io Wasabi - 7 Day Felention Palicy
irS e -
Gi5-Deskion-1
CTEMA-ServUBFT
AreGISSarvar-02
ArciGISSarar
AseiGISPanal-02
AeiGISPantal
AreGISSrSenves-02
AreiGISDeshtap-02
AseiGISDataStare-02
AseGID0DanSiore

Vesam Office 385 Backups

« CTRMA — 365 Mailbex Backup — Daily 2AM io Wasabi Repository — 30 Day Reterdian Policy
» CTRIKA — SharePrint Backop - Daily 2 AM 1o Wasabi Reposiary — 30 Day Retention Palicy
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Veeam Dffice 365 Backups

= CTRMA - 365 Mailbax Backup — Dally 2AM o Wasabi Reposiiory — 30 Day Petardian Palicy
s OTRMA - SharePrini Backug — Daily 2 AM to Wasabi Feposibory — 30 Day Ralention Palicy

Zerto Disaster Recovery
Liner replication o off-premise Sigma hosted disiter recovery sile.
Wiils being replicaled:

= CTRMA-DC

= CTRMA-DCOD2
» CTRMA-File

s CTRMA-SAY
CTRMA-SOLOT
CTRMA-Siorage
CTRIA-Lidity
CTRRAA-Y Al
SN SO0

Core Amseta/Documentation
Zlgma Infermation Groug. Inc. | Central Texas Regional Moblity Authority | Deo 06, 2023 - 1:33pm



Central Texas Regional Mobility Authority
Information Technology (IT) Services

Public Records Act Agreement

Contractor acknowledges and agrees that all records, documents, drawings, plans, specifications
and other materials in the Authority’s possession, including materials submitted by Contractor, are
subject to the provisions of the Texas Public Information Act (see Texas Government Code § 552.001).
Contractor shall be solely responsible for all determinations made by it under such law, and for clearly
and prominently marking each and every page or sheet of materials with “Trade Secret” or
“Confidential”, as it determines to be appropriate. Contractor is advised to contact legal counsel
concerning such law and its application to Contractor.

If any of the materials submitted by the Contractor to the Authority are clearly and prominently
labeled “Trade Secret” or “Confidential” by Contractor, the Authority will endeavor to advise Contractor
of any request for the disclosure of such materials prior to making any such disclosure. Under no
circumstances, however, will the Authority be responsible or liable to Contractor or any other person for
the disclosure of any such labeled materials, whether the disclosure is required by law, or court order, or
occurs through inadvertence, mistake or negligence on the part of the Authority or its officers,
employees, contractors or consultants.

In the event of litigation concerning the disclosure of any material marked by Contractor as
“Trade Secret” or “Confidential,” the Authority’s sole obligation will be as a stakeholder retaining the
material until otherwise ordered by a court, and Contractor shall be fully responsible for otherwise
prosecuting or defending any action concerning the materials at its sole cost and risk; provided,
however, that the Authority reserves the right, in its sole discretion, to intervene or participate in the
litigation in such manner as it deems necessary or desirable. All costs and fees, including reasonable
attorneys’ fees and costs, incurred by the Authority in connection with any litigation, proceeding or
request for disclosure shall be reimbursed and paid by Contractor.

FREEIT DATA SOLUTIONS, INC. CENTRAL TEXAS REGIONAL
MOBILITY AUTHORITY
@ //—\
Dulari Christierson James M. Bass
Chief Operating Officer Executive Director
01/12/2024

Date Date



Central Texas Regional Mobility Authority
Information Technology (IT) Services

DIR Vendor Agreement

This is to signify that the Central Texas Regional Mobility Authority and Freeit Data
Solutions, Inc. have entered into a two-year Agreement in an amount not to exceed $500,000.00
pursuant to Texas Government Code Section 2054.0565 utilizing Texas Department of
Information Resources Contract No. #DIR-CP0O-4863 for the deliverable-based information
technology services described in this proposal. All terms and conditions of Texas Department of
Information Resources Contract No. #DIR-CP0O-4863 are applicable to and made part of this
agreement.

CENTRAL TEXAS REGIONAL
FREEIT DATA SOLUTIONS, INC. MOBILITY AUTHORITY

Dulari Christierson James M. Bass
Chief Operating Officer Executive Director
01/12/2024

Date Date
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